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Virtual Resource Manager 

Product Overview 

 

Automated provisioning, resource tracking and lifecycle management 

Virtual Resource Manager (VRM) is enterprise-class software that simplifies and automates the 
deployment and ongoing management of virtual computer infrastructures, creating a secure self service 
environment in which virtual machines are provisioned, monitored, and maintained from cradle to grave.  
Developed for use by Credit Suisse, when they could not find a satisfactory vendor solution to support 
their aggressive virtualization initiative, VRM is a second-generation product that manages the end-to-end 
virtual infrastructure lifecycle and has been implemented in large-scale production environments across 
multiple lines of business for over two years.   
 

With over two years of deployment at five data 
centers worldwide this virtual infrastructure 
management application has been enhanced to 
address some of the real-world challenges of 
managing large scale, virtual machine 
implementations.    Credit Suisse has launched 
DynamicOps to bring this innovative and proven 
technology to market.  DynamicOps‟ Virtual 
Resource Manager (VRM) leveraged Credit 
Suisse‟s development efforts and operational 
expertise to address the challenges that most 

companies will encounter as they start to deploy virtualization at scale. 
 
Virtual Resource Manager has been designed for extensibility and integration with existing management 
infrastructures and company specific environments.  Based on open technologies, like web services, 
Microsoft .NET 3.0 Framework, and Windows Workflow Foundation, VRM provides out-of-the-box 
policies, workflows, and provisioning templates which can easily be customized to each company‟s 
unique environments.  VRM‟s self service portal and automated workflow accelerate service delivery 
times, while enforcing resource access and process compliance.   Virtual resources are tracked and 
reported on during the complete lifecycle, allowing more efficient maintenance and chargeback.  VRM 
works with multiple virtualization hypervisors and OS virtualization offerings, allowing companies to use 
best of breed products as well as provide investment protection as these core virtualization technologies 
continue to evolve.  

The Challenges of Managing Virtualization  

Like most emerging technologies, the core functionality of virtualization is available well in advance of the 
ability to efficiently manage its full capabilities. Many companies, who have successfully piloted 
virtualization, now find themselves having difficulty deploying it at scale without increasing operational 
complexity and cost. Current virtualization management has a number of limitations that enterprises need 
to solve in order to realize all of its potential benefits. 
 

 Limits compliance enforcement: New virtualization management layers lack the controls of 
existing physical provisioning tools.  Inconsistent and undocumented processes lead to rapid 
multiplication of nonstandard, poorly configured, virtual systems, all contributing to virtual sprawl. 

 
 Requires advanced skill set: Existing virtualization managers require advanced skill sets to 

implement and maintain virtual machine deployments. Element managers provided by the major 
vendors, though powerful, require substantial knowledge of IT infrastructure. This expertise does 
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not scale well for organizations looking to use less skilled employees to manage and change their 
virtual infrastructure based on rules established by higher skilled architects. 
 

 Relies on manual processes: Costly and time-consuming procedures compromise the full value 
of virtualization. Lack of automated, lifecycle management means each virtual machine must be 
created, maintained, re-provisioned, and disposed of as needed, on an individual basis. 
  

 Lacks integration with existing systems: Potentially even more costly is the manual data 
extraction, entry, and tracking of the various systems used to build, configure, and account for 
compute assets in an enterprise.   Virtual systems are often configured and managed using static, 
less dynamic processes originally designed for physical assets, limiting the agility that can be 
realized in a dynamic data center. 
  

 Requires vendor-specific solutions: Several vendors promote solutions that only work with 
their software or hardware or are limited to their virtualization layer.  Other vendors use 
proprietary, underlying technology that requires customers to adopt processes that are inflexible 
or difficult to change. 
 

 Lacks Scalability – Most existing tools do not scale to meet the needs of large production 
deployments.  

Compared to physical server provisioning, virtual machines are relatively easy to create and deploy.  With 
virtual machine to physical server ratios ranging from 10:1 at the low end to 100:1 or more for desktops, 
the number of virtual machines will quickly stretch the operational capabilities of most IT organizations.  
Uncontrolled growth of virtual machines not only stresses IT management‟s efforts to keep up with the 
provisioning process, they also make it impossible to provide for ongoing maintenance and eventual 
decommissioning.    

Virtual Resource Manager 

Virtual Resource Manager provides a self service portal where virtual machines are provisioned from a 
pool of assigned resources using predefined policies.   VRM‟s automated workflow assures that virtual 
machines are provisioned quickly, usually in minutes, without manual intervention.  While VRM 
accelerates service delivery times and reduces operational complexities of provisioning virtual machines, 
its real value is in tracking and managing virtual machines throughout their lifecycle.  VRM provides an 
executive dashboard and operational reports to allow management to quickly assess the status of their 
virtual server infrastructure. Operational reports help with reclamation of abandon virtual machines, 
capacity planning, build compliance, and chargeback.  VRM establishes policies, processes, and tracking 
so that IT departments can maintain control of their dynamic virtual infrastructures throughout the 
complete lifecycle.  
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VRM Logical Architecture  

VRM‟s architectural design provides a common environment for managing multiple virtualization 
hypervisors such as Citrix XenServer, Microsoft Hyper-V, and VMware ESX Server as well as operating 
system virtualization like Microsoft Virtual Server or Solaris Containers.  VRM enhances the management 
scalability by federating across multiple virtualization managers.  For example, in the case of VMware, 
VRM not only can federate across multiple VirtualCenter device managers, it also abstracts the 
complexity that comes with scalability by automatically determining which VirtualCenter instance to use to 
configure a virtual machine on a specific physical server.  

Management Interfaces  

VRM‟s web console and command line interface are built on a foundation of Microsoft .NET 3.0 web 
services.   The web console provides a secure, role-based graphical user interface to track and actively 
manage every stage of the virtual machine lifecycle.  Users are authenticated and authorized to perform 
specific tasks by the Windows Authorization Manager, using its authentication directory or Microsoft‟s 
Active Directory.   

Virtual machine consumers (using the self service portal) or system administrators can request new 
virtual machines simply by choosing among the available provisioning templates. VRM provides policy 
driven compliance with a company‟s resource allocation, build policies, and process flow.   

VRM manages and tracks status by using the native virtualization manager (for example Virtual Center for 
VMware).  Changes made using either virtual center or VRM are automatically reflected in the virtual 
machine‟s status.   Once a machine is built and activated, the owner can easily connect to it, track its 
status, and perform operations, such as turning a VM on or off, lease extension, reprovisioning, and 
decommissioning.   A number of prepared reports are provided for major categories like host reservations 
and usage, auditing, statistics, and virtual machine creation, deletion, state, and ownership.  VRM‟s 
relational repository can be accessed with SQL based tools or XML, facilitating custom reporting or 
extraction into other operational databases.   
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Policy Driven Compliance 

Prior to any user performing a management operation, the VRM administrator defines policies that will be 
used to limit resource access, assure builds are configured to standards, and enforce process workflows, 
including approvals.  Compared to provisioning physical servers, virtual machine provisioning reduces the 
service delivery time from months to days. Self-service provisioning, with policy driven enforcement, 
automated workflow, and operational oversight can reduce VM provisioning from days to minutes, while 
assuring that virtual machines are configured according to predefined policies.   

VRM can be customized for each company‟s unique environment through the creation of the following 
policies: 

 Provisioning Groups – Created for each line of business, provisioning groups contain host 
reservations, virtual machine templates, and users authorized to manage the resources of that 
group.  

 Virtual Machine Templates – VM templates contain the blueprint for building virtual machines.  
VM templates contain workflow policies, build profiles, and security profiles that can be 
associated with one or more provisioning groups.  VRM comes with out-of-the-box VM templates 
that can be cloned and customized.   

o Workflow Policies – Control execution flow 

o Build Profile – Contain virtual machine configuration properties 

o Security Profile – Contain membership and user rights 

 Host Reservations – Host reservations limit access to physical server resources, preventing 
resource conflict and over allocation. 

 Authorized Users – VRM users are authorized to manage the resources of a given provisioning 
group. 
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Open Workflow Management  

At the heart of VRM is a workflow engine that describes and controls the activities of the software and 
people involved in managing each of the processes within the virtual infrastructure lifecycle.  VRM‟s 
workflow manager tracks and controls the actions of its resource allocation manager and enforces all 
necessary constraints, using workflow events and actions.  Authorized users obtain clean, brand-new 
workstations and servers in a few minutes with minimal hassle. System status is automatically tracked. 
Reprovisioning and other operations are easily handled.  When the owner is finished with the machine, 
the resources that were previously provisioned to it are automatically reclaimed. 

 The master workflow describes the various states and their linkages within the virtual lifecycle.  This 
event-driven workflow model is optimized to support long running, dynamic tasks.  As virtual machines 
move from state to state, pre and post processing task specific workflows are executed to perform 
more limited, static operations.  For example, the procedure to build or clone a virtual machine is an 
instance of a task specific workflow.  Activities are the individual steps within the workflow that perform 
specific operations by either people or software.   

VRM ships with a master work flow and predefined task 
specific workflows optimized for use cases like desktop and 
server provisioning, setting up test environments or 
compute farms, and managing disaster recovery 
deployments.  VRM‟s prepackaged workflows can be 
customized by either modifying VM Templates, or by 
adding and removing activities within the workflow.  

Based on Windows Workflow Foundation, VRM „s workflow 
provides an open interface for integrating with other 
software applications.  This integration capability is very 
important as no single vendor will be able to provide best of 
breed products for  every facet of managing a virtual 
infrastructure.  VRM‟s architecture allows other applications 
to be easily “plugged-in” to VRM‟s workflow or call VRM‟s 
services.    

 

 

 

 

Integration with existing Management Systems 

Existing IT management systems and configuration Management databases (CMDBs) can easily be 
integrated with VRM by extending workflows, creating plug-ins, and using the data store. 

 Any VRM workflow can be extended to call external systems and exchange data with them.   

 Specialized plug-in interfaces support .NET programmers in quickly developing custom plug-ins 
for transparent interaction with external applications, agents, and services 

 The VRM data store captures a full audit trail of all events executed within a VRM workflow.  
VRM‟s repository is easily accessed via SQL and XML interfaces so that information can easily 
be consumed by corporate reporting and auditing systems for purposes such as chargeback and 
resource usage analysis. 
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Scalability 

Resource Allocation Manager 

Because VRM is both highly adaptable and highly scalable, it can meet the virtualization needs of any 
enterprise. VRM‟s Resource Allocation Manager interprets and executes workflow requests for the 
provisioning, activation, maintenance, and disposal of virtual machines, by interacting with the vendor 
specific virtualization managers or directly with independent virtualized systems. 

 Across Multi-Vendor Hypervisors  -  A 
single VRM provides common management 
functionality across virtualization technologies 
from Citrix, Microsoft, Sun, and VMware. 

  Across Virtualization Manager Instances – 
A single VRM server can manage multiple 
instances of a virtualization manager like 
VMware‟s Virtual Center.  VRM automatically 
selects which Virtual Center instance to use 
based on the VM being managed and the 
provisioning group.  This level of abstraction 
simplifies management of large virtual 
environments. 

 Across VRM instances – VRM executive 
dashboard and operational reporting provide 
a unified view across multiple VRM instances. 
 
 

Availability 

As virtualualization becomes a larger part of any enterprise, the ability to manage it requires the same 
availability characteristics as as any mision critical application.  Virtual Resource Manager can manage 
any virtual infrastructure from a single server.  However, for increased availability, Multiple VRM servers 
can be deployed to provide active-active load balencing and automatic failover to assure the highest level 
of availabilility. 
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Benefits 

By fully orchestrating the virtual machine lifecycle, Virtual Resource Manager helps IT operations realize 
the full potential of an adaptive, virtual infrastructure by addressing the operational complexities inherent 
in deploying this new technology. VRM improves business agility by 

Accelerating service delivery while lowering operational costs 

 Virtual machines are built, tracked, maintained, reprovisioned, and disposed of on an automated, 
self-service basis, requiring little oversight. 

 If customers can have access to resources quickly, there is no need to hoard physical resources 
or virtual machine resources when not in use.   

 The virtual machine lifecycle is fully integrated with enterprise systems and processes such as 
CMDB, resource pooling, auditing, and chargeback. 

Enforcing Process Compliance 

 Automation of “run books” and standardization of build policies assure the implementation of 
consistent best practice.  .  

 Out-of-the-Box workflows and templates accelerate deployment, but can be customized for 
specific environments and needs. 

 Implement ITIL or SOX compliance via process and policy enforcement. 

Track Usage and Chargeback 

 Executive Dashboard provides summary of utilization efficiency. 

 Operational reporting allows both granular reporting by consumer, group, or site. 

 SQL and XML access facilitates custom reporting and integration.  

Leverage Multi-vendor Virtualization 

 Implement different virtualization technologies for different platforms (e.g. Solaris containers for 
SUN servers and hypervisor technology for  x86 platforms)  

 Enable common management across virtualization technologies. 

 Have investment protection as new virtualization technologies are introduced or existing 
technologies evolve. 

Conclusion 

Virtualization of enterprise computing systems and resources holds the potential for improving service 
delivery while reducing capital costs.  In order to take full advantage of virtualization, enterprises must be 
able to manage this new technology without having their operational cost rocket through the roof.    

DynamicOps Virtual Resource Manager provides a unified approach to managing virtualization 
deployments, regardless of the virtualization technology utilized.  VRM simplifies and automates virtual 
infrastructure management by providing build templates, provisioning policies, and run book automation, 
which create a repeatable process for deploying, tracking, and the ongoing management of virtual 
machines.   

Let DynamicOps show you how we can help manage your virtual computing Infrastructure more 
efficiently.  
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